


















Category of  Threats

Compromise of  intellectual property 

Deviations in quality of  service 

Espionage or trespass 

Forces of  nature 

Human error or failure 

Information extortion 

Sabotage or vandalism 

Software attacks 

Technical hardware failures or errors 

Technical software failures or errors 

Technological obsolescence 

Theft 























Ways to reduce cybersecurity Risks and protect assets

Implement backups and understand your retention policy 

Multi-Factor Authentication (MFA)

Anti-Virus 

Encrypt in rest and in transit 

Conduct Risk Management Training 

Update systems and install patches 

Use strong password and have it as a policy

Have good physical security 

Monitor third party vendors 

Install Firewalls



Data Category 

Network Data
System Data
Process Data
Files and Directories 
Users
Log Files
Vulnerabilities 
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