
The Attacker’s Perspective

Cybersecurity Summit – Harrisburg University – Sep 29, 2022 



“I hear a lot of s olutions …what is  the problem?”





“ARE WE SECURE?”“ARE WE READY?”
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Act
“THE CONCEPT THAT ALL COMBAT, 
INDEED ALL HUMAN COMPETITION
FROM CHESS TO SOCCER TO
BUSINESS, INVOLVES A CONTINUOUS
CYCLE OF…”



WARTIME DECISION-MAKING
• HONEST
• ACCURATE
• RELEVANT
• SPEED
• SCALE
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“ARE WE READY?”



RUSSIAN OSINT : “A RECENT REPORT FROM MICROSOFT SAID THAT 2 EXTREMELY EFFECTIVE ATTACKS FOR INTRODUCING
RANSOMWARE ARE BRUTE-FORCE AND RDP HACKING, HOW DO YOU THINK, WILL ATTACK VECTORS CHANGE OVER TIME?”

REVIL: ”BRUTE FORCE HAS BEEN ALIVE FOR 20 YEARS. AND HE WILL BE ALIVE. RDP IS THE BEST VECTOR.” 

BRUTE FORCE. RDP.  NOT A CVE.  NOT A ZERO DAY. 

AND YOUR ZERO TRUST FRAMEWORK FALLS APART WHEN THEY GET IN AND CREATE THEIR OWN
TRUST.

REVIL: AKA RANSOMWARE EVIL/SODINOKIBI IS A RUSSIA-BASED OR RUSSIAN-SPEAKING PRIVATE RANSOMWARE-AS-A-SERVICE (RAAS) OPERATION WITH 2020-2021 
EARNINGS: $140M



ATTACKERS DON’T HACK IN…
THEY LOG IN.



OPEN SOURCE INTELLIGENCE (OSINT)
•LINKEDIN, HUNTER.IO, BREACHES

• SCANADY

• SCAN

• SHAWNC

• SHAWNCAN

• SHAWCANA

http://hunter.io


PASSWORD SPRAY

•SENSITIVE PORTS LIKE RDP
•VPNS AND AD-JOINED WEB APPLICATIONS (WITHOUT MFA) 



BRUTE FORCE DEFAULT CREDENTIALS

•SSH
•ADMIN ACCESS TO WEB APPLICATIONS


Microsoft Game DVR

Portal | Horizon3.ai - Google Chrome





• OSINT

• LINKEDIN, HUNTER.IO, BREACHES

• USER VALIDATION

• MISCONFIGURED MAIL SERVERS, OWA, OFFICE365, KERBEROS

• PASSWORD SPRAY

• WEAK PASSWORD POLICY, NO MFA

• DEFAULT CREDENTIALS

• SSH, ADMIN ACCESS TO WEB APPLICATIONS

• CREDENTIAL RE-USE

• CREDENTIAL DUMPING VIA MISCONFIGURATIONS, VULNERABILITIES

• CRITICAL APPLICATIONS, E.G. BUILD SERVERS, NETWORK MONITORING SYSTEMS, DATABASES

• NETWORK SNIFFING, OS CREDENTIAL DUMPING, CLOUD METADATA URLS

• CREDENTIALS IN DATA

• GITHUB REPOS, AWS S3 BUCKETS, SMB/NFS SHARES, WEB SITES

http://hunter.io


• ATTACKER TRENDS

• BRUTE FORCE OR THE USE OF LOST, STOLEN, OR COMPROMISED PASSWORDS

• CREDENTIAL STUFFING IN THE FINANCIAL SECTOR

• MALWARE-FREE ATTACKS

• INDUSTRY TRENDS

• NON-EXPIRING PASSWORDS

• POST-BREACH INACTION

• EXPANDING ATTACK SURFACE

• PERSONAL TRENDS

• MORE DEVICES, MORE APPS, MORE ACCOUNTS

• PASSWORD REUSE ACROSS WORK AND HOME



HEALTHCARE

• RFC 1918, 1299 HOSTS, 2483 CREDENTIALS

• 3 DOMAINS: 15 PROVEN ATTACK VECTORS

• NO CREDENTIALS, NO CHEATING

• OUTCOME: DOMAIN COMPROMISE OVERNIGHT IN 19H 30M



EDUCATION

• UNSPECIFIED SCOPE DISCOVERED 173 HOSTS

• 6 CRITICAL IMPACTS VIA 27 ATTACK VECTORS

• RANSOMWARE EXPOSURE IN 4M37S



“ARE WE READY?”



HOW DO YOU KNOW? The Victim – discoverer of 
breach and exploit activity 

within their space

The Unsure – aware 
of reported activity 

and investigating 
scope and impact

The Threat -deliberate 
or unknowing actor 
complicit in breach 
and exploit activity



HOW DO YOU KNOW:
• HONEST
• ACCURATE
• RELEVANT
• SPEED
• SCALE
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Who We Are What We Do

Snehal Antani
CEO & Co-Founder
Former CTO, J SOC

Former CTO, Splunk
Former CIO, GE Capital

Tony Pillitiere
CT O & Co-Founder

Former US Special Ops
MSgt (Ret), USAF

Manual

Crowds ourced

Automated

Autonomous  P entes ting
Bob Cariddi

Chief Revenue Officer
Former SVP Sales , 

SentinelOne, Whitehat

Our AHA Moment

Run 
NodeZero

Hours
(Find)

Re-Run 
NodeZero

Hours
(Verify)

Fix 
Is s ues

1 Day

Continuous ly Verify your Security Pos ture…in 3 clicks

No Scripting, No Credentialed Agents , No Consulting

1. Effective S ecurity

• Verify you’re logging the right data

• Verify your SOC or MSSP can quickly detect & res pond

• Verify your s ecurity tools  are configured & working properly

2.  P roactive S ys tems  Hardening

• Shift from annual to daily pentes ts

• Red + Blue working together = purple

• Centralized Service to verify s ecurity pos ture

3.  Red T eam force Multiplier

• Us e NodeZero to conduct recon & chain common attacks

• Frees  up humans  to focus  on harder attacks

• Increas e your attack coverage with human+machine teaming

P rimary Us e-cas es

https://www.linkedin.com/in/snehalantani/
https://www.linkedin.com/in/tonypnode/
https://www.linkedin.com/in/robertcariddi/
https://www.horizon3.ai/effectivesecurity/


www.horizon3.ai

Info@horizon3.ai

www.linkedin.com/company/horizon3ai

https://twitter.com/Horizon3ai

https://github.com/horizon3ai

Find
attack paths

Fix 
what matters

Verify
your teams, tools, & rules
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