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Objectives

Learning Objective #1

Understand the importance of business and operational activities which have an
impact on the data security and privacy of the organization.

Learning Objective #2

|[dentify risks that exist due to advanced privilege of users allowing for access to
critical information and executable processes.

Learning Objective #3
Be able to understand the critical elements of the incident response plan.

Learning Objective #4
Learn how security awareness plays a role.



Cybersecurity Landscape Overview
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Data Breach Statistics

»

$4.35M

Average total cost

x an G =

277 days  $4.54M 10x 4%

Average time to Average cost of Recovery cost over Of those who paid
identify & contain ransomware the ransom payment  received all their data
back

Sources: IBM 2022 Cost of Data Breach Study
Sophos, The State of Ransomware 2022
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Data Breach Statistics

$6.9
Billion
Complaints and Losses over the s
last five years $3.5 Billion

$2.7 Billion
Billion

2.76 Million

Total Complaints

S1.4
Billion

847,376

791,790 $18.7 Billion

Total Losses

[l Complaints

B Losses

467,361

301,580 351,937

2017 2018 2019 2020 2021

Source: FBI Internet Crime Report 2021



e0000O0OGOOOORGOEOO
Data Breach 2000000000 QCPOCOPOOOTS
- . 00000 OPOOOCOOOOODOE®S
Time / Event horizon
o000 OCOOOOOONOOIOOOLOONOODOS
o00COCGCOOOOOOOOOOOONONOPNOORNNOYDYS
00000000000 000000OFCOOPOOOROOD
. e e : : 00000000OCOOOOPOOOROOOOOOOOOOO
Cost and remediation difficulty increase over time. shb 0060000000800 000000600000686
* Average cyber attacks cantake 275 days toidentify and contain; however, 000000000000000000000000000000
L
ransomware attacks can take upwards of 326 days , wreaking havoc on victims. 000000000000000000000000000000
. . . o00CGOOCOOOOCOOOOOOOEOCOOOPOODOOODOROPOPOROOO ™
» Average breach costs are over $4 million .For critical infrastructure,thecostsare11% © 000090000 000000000000000000000000000
higher and ransomware attacks are 4% higher —not including ransom costs. 00000000000000000000000000000000000000
000000000000 0000000CFPOCOCOOOROOOOOOOOOOPOOOPOORPOOGO
Source:IBMI?onemonlnstit.uteCostofaDataBreachReport2022 0000O0COCOOOOPOO®S® 0000000000000 0000000 00000000 O®®S®
https://www.ibm.com/security/data-breach 0000000000000000000000000000000000000000000000
0000000CGOCGONOONOONOOIOPOINOIODOODOONOODOOOPONOINODOOPOIODOIOININYODOPOODCDODCYODODORPOREDRYDO
000000OOCGOOOOOIOOOONONONOOSINONOCOLODONOGONOINOIODOIKODOIDOINDOOIOSDOYOPOIYOOOOIDOEDOYO
0000000000000 00000000000000000000O00C0OC0CKOCCOOCVCOPIIIOFIOGIOPOIOIOIONDORIOODOYRYORIYOOPOODOIODOONRPOODOIOIODOYOODOIORYORYODORYS
Time
Time
bariod | O 1 2 3 4 5 6 7§ 8 ) 10 11 12 13 14
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- -Ransom - -S0 -S0 -$228k*
Risk _- -Small risk . -Risk not detected .) -High ris.k

-Minimal data

-Data has been harvested

-Intellectual property and key

-Investigate and close gaps data compromised

-All doors and footprints erased

-Laying traps and taking over system services

© Computer Aid, Inc. 2022. Confidential - Do Not Use Without Permission

-Makes sure all footprints are

erased

@) 5.4~

-$228k*

&) -Recovery will be very
costly
-Customer trust is
damaged

*Coveware study Q2, %22
**Sofos-The State of Ransomware, 2022
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What About Cybersecurity Insurance?

2017 — “We just want to be in the cyber market”

* Inexpensive add -on by agents with no cyber -knowledge, no security questions

2021
« $20B market
« But a very poor “loss ratio”

« Lloyd’s: “no more silent cyber”

2022

» Costs have risen and there are more requirements to qualify
« Sub-limits come into play (“up to $100K for X expense”)

* Increased rates are coming

* No reliable actuarial tables

Source: “State of the Industry, Challenges, Estimating Risk”
Cynthia James, Microsoft (RSA 2022)
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Polling Question 1

How many of you have cybersecurity

insurance”?
A. Yes
B. No

C. Not Sure
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Some Facts onlnsurance

* 95% of claims were paid
» 70% of the time insurance providers paid business recovery costs

* But now...
» May not pay for losses due to outdated or unsupported systems
« MFA
* Phish-test users
» Disaster Recovery / Incident Response
- MDR/XDR
* Encryption
» Enforce Data Loss Prevention

* Premiums will rise

Source: “State of the Industry, Challenges, Estimating Risk”
Cynthia James, Microsoft (RSA 2022)



What Can | Do?
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Five Tactics for An Effective
Cybersecurity Strategy

Understand Your Environment
Develop and Test Incident Response
Build a Culture of Security Awareness
Choose a Trusted Partner

Conduct Periodic Checks

a &~ b =
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1. Understand Your Environment
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Data Classification

Do this before anything else
* Not all information is created equal:

Public Data: information this is available and freely
accessible.

Private Data: prudent to restrict public access to protect
the integrity of the data and access to other information.

Internal Data: information available to employees or
contractors of an organization but should not be shared
externally.

Confidential Data: sensitive information that a limited
group of individuals or parties should have access.

Restricted/Classified Data : highly sensitive information
exempt from public disclosure requirements under law or
regulations.
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Where is My Data?

 Where is data at rest?
* How does that data move throughout the organization?
« What applications/system does this data touch?

 Who can access that data?
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Access

* Multi -Factor Authentication (MFA)
* Review Privileged Accounts
« Zero-Trust

* Continuous verification

« Endpoint security

 Geo-Location

» All access requests are vetted prior to granting
access
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Polling Question 2

]
What is the first thing to do in order to secure 1B
your environment? ’

£
iy

| |
;i
THP 4

A. Data Classification “
B. MFA

C. Zero Trust g

D.

The Users
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2.Developand Test Incident Response
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What is anlncident?

US Department of Homeland Security

« Anincident is the act of violating an explicit or implied security policy according to NIST Special Publication
800-61 (rev. 2)

Cybersecurity Incident and Vulnerability Response Playbooks

* An occurrence that — (A) actually or imminently jeopardizes, without lawful authority, the integrity,
confidentiality, or availability of information or an information system; or (B) constitutes a violation or imminent
threat of violation of law, security policies, security procedures, or acceptable use policies.

Of course, this definition relies on the existence of a security policy that, while generally understood, varies among
organizations.

Sources:

United States Computer Emergency Readiness Team (US-CERT), https://www.us-cert.gov/government-users/compliance-and-reporting/incident-definition
Cybersecurity Incident & Vulnerability Response Playbooks, Publication November 2021,
https://www.cisa.gov/sites/default/files/publications/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_ 508 C.pdf



https://www.us-cert.gov/government-users/compliance-and-reporting/incident-definition
https://www.cisa.gov/sites/default/files/publications/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf
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These include but are not limited to:

» Attempts (either failed or successful) to gain
unauthorized access to a system or its data

« Unwanted disruption or denial of service

« The unauthorized use of a system for the
processing or storage of data

» Changes to system hardware, firmware, or
software characteristics without the owner's
knowledge, instruction, or consent

* Analytics or hunt teams that identify
potentially malicious or otherwise unauthorized
activity
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Building the Plan
< W

k

What are the things that could interrupt your
core business?

Consider the worse things that could happen
Loss or Theft of Data

What are the impacts if your operations are
shut down for a day or more?

|dentify:
« What are the most critical assets?
» Levels of severity for bad things to happen
» Actions to be taken if these bad things happen
* Members of the organization that play a role

A cyber incident response team (CIRT) would
include members who play a role
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Assign Plan Ownership

» A single person, with designated alternates, is in charge of the plan.

* This may be an executive or a team manager, authorizing one or more
deputies in their absence.

* |tis important that the person that owns this plan has the authority to
execute the plan

» Would designate an Incident Commander when something happens

Source: NIST 800-61 r2
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Communicate the Plan

» A plan is only as effective
when it is known.

* CIRT should know who they
are and the roles they will

play.

« Assign team members task
they are required during an
actual incident.
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Testing the Plan

« An IR tabletop is one of the most
effective ways to test an IR plan

 Involves the key stakeholders

« Walks through a scenario

 What actions does each stakeholder take

» These actions impact what happens next

» Refines the procedures and steps
to be taken for an actual incident

* Results in changes to the plan
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Polling Question 3

Which of the following is true about an incident
response plan?

A. It should be current and tested

B. Itisthe same as a disaster recovery
plan

C. It will rarely change once written

D. It should only be shared by a few
Individuals
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Ready to
C a S e S t U dy pay Compazy invoice

Ready to
pay Company invoice
Where’s the

d_Vb
e

Company =N
Cloud Email Company Bank —

Customer Our new account to Hacker

wire payment

o

Other Bank
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Case Study: How It Happened

« Company provides commercial building services
» Hacker used social media to learn about the company

« Set up email rules in Office 365 to divert emails with “Invoice” or “Payment
Information” in subject line to a Gmail account:

. Mails were redirected, never arrived to Accounts Receivable

«  Provided hacker with client information & payer's email accounts

 With a different email that resembled the contractor’s, hacker sent the client the new
account information & wiring instructions

* Clients paid the invoices to the fraudulent account

 Company did not find out until they called their clients
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3.Build a Culture of Security Awareness
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Security Awareness

* Because people are still the weakest link

* Develop a program that reminds everyone of their responsibility to
protect information

* Annual training
* Phishing exercises
« Should include everyone, including managers and executives

* May be required for insurance
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Results of Successful Phishing

Breach of customer or client data 54%
Credential/account compromise 48%
Ransomware infection (payload delivered via email) 46%

Loss of data/intellectual property m————————— 44 %
Malware other than ransomware E e ———————— 27 %
Reputational damage ———— s 24%
Widespread network outage/downtime m— 22 %
Advanced persistent threat . — s s 1 8%
Financial loss/wire transfer or invoice fraud
Zero-day exploit  pm—— 1 5%

Financial penalty/regulatory fine

Source: ProofPoint 2022 State of the Phish
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Passwords vs Passphrases

* According to the Verizon Data Breach Investigations
report in 2020

* 81% of all data breaches are caused by so -called
‘weak’ passwords

» Out of 1,800 surveyed businesses:

» 40% didn’t offer password training for their
staff

* 61% did not require password complexity
* 25% used multi -factor authentication (MFA)
» Passphrases offer a better solution
« Easy to remember
« Hard to crack

* You can even randomize symbols or letters, or not...
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Passphrases

‘My favorite color is Hawail”

Password

Complexity

Score

Additions

Number of characters
Uppercase letters
Lowercase Letters
Numbers

Symbols

Middle numbers or symbols

Requirements

My favorite color is Hawal

[[] Hide password

Very Strong

Type

Flat
Cond/Incr
Cond/Incr
Cond

Flat

Flat

Flat

Rate
+n"4)
+(len-n)2)
+(len-ny"2)
+{n"4)
+n*6)
+(n"2)

+(n*2)

Legend

Exceptional Exceeds minimum standards. Additional bonuses are applied.
Sufficient Meets minimum standards. Additional bonuses are applied.
Warning Advisory against employing bad practices. Overall score is reduced.

Failure Does not meet the minimum standards. Overall score is reduced.

Additional points are given for increased character variety. Final score is a cumulative result of all bonuses minus
deductions. Final score is capped with a minimum of 0 and a maximum of 100. Score and Complexity ratings are not

conditional on meeting minimum requirements.
GCount Bonus
27 + 108
2 + 50
21 +12
0 0
0 0
0 0
3 0
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Polling Question 4

What is the main reason for Security
Awareness?

A. Not required so long as | have good
tools and detection

B. Itis arequirement for insurance
C. Users are the weakest link

D. It makes technology more robust




14 Al

4.Choose A Trusted Partner
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Theright partner

* Cybersecurity Trusted Advisor

* Assists with determining cyber strategy and
initiatives

* Part time, only when needed
* Has connections to solution providers

* Unbiased

« Managed Detection and Response (MDR) or
Extended Detection & Response (XDR)
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What tolook for MDR /XDR

* Non-Vetted Alert Forwarding
* Limited Forensics

* Limited IR Lifecycle Support * Limited Forensics : © Full Telemetry Regardless of Deployment Model
* Validation * Known threat Automation :
* Full IR Lifecycle Support * Validation ‘\\ "\ @® Multiple Telemetry Sources (Endpoint + Network)

* Managed Remote Threat ContaifraleRbrensics
* Known Threat Automation

@ Singular Telemetry Source

v

Response @ oo o o——eo—o Q Detection Capability

Low Level (ex. Log, NetFlow) @ Y« Known
' ‘ |« Customized Threat Intelligence * Advanced Behavioral
* Active + Proactive Threat Hunting * Advanced Machine Learning

Medium Level (ex. Full telemetry in some, limited in others) @
* Active Threat Hunting

_ ) B | . * Known * Limited Machine Learning
High Level (ex. Full endpoint, PCAP, Log, Vulnerability, etc.) @ \ * Customized Threat Intelligence * Limited Behavioral
' * Known
L N , * Commodity Threat Intelligence

Il,’

Signal Fidelity



How this Would Operate
@% Remote Users /XDRGRID\

Cloud Based

SOC
Hosted on

Amazon
AWS (Geo-
Redundant)

. Intelligence Integration
\ with Firewalls

e 2.2
. SPAN/TAP : -
... g I : Underground 24x7
E @rrnafrnnnnnns a s : Intel Cyber
® DETECT E Dl
DMZ . Center
= SPAN/TAP SENSOR

HUNT

SENSOR LANA RESPOND#

—
| ® | AGENTS ®% f

Online XDR PORTAL
All data remains on client network sensors and endpoint agents.
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Polling Question 5

What Are Key Elements of XDR / MDR

Solutions? .

A. Active Monitoring L N S =
B. Threat Containment & Remediation 28 EJ’V = __ |
C. Incident Forensics & wals>

D. Full IR Lifecycle (or All of the Above)




5.Conduct Periodic Checks
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Conduct Periodic Checks

* What is required?
* Regulatory or Legal
* Insurance

* Measure progress

 Remember the cybersecurity
trusted partner

MATURITY INSIGHTS

Inatarces ot masng

Camret

! A
bl — .
Peces, Seandarth. and Comgliznie A R
Whetrict Meawures v lk | "__
2 v & W
Rggication Deveogment Frozen | VA 9 X
Nerwo | v | AEgTEy
e <o -
aich ML & Vinersbiiny hasaumess | v A Sty ¥
mmmm fra— v| AQ _'g.r{
Prpsical Access Comtroky i YA @ b
o 10 T T
Won: Repestable Definwed Procens Meragee b
Exiieent Bt Inbusthe Wesprabie




How to Secure A Network

Take aninventory of Unplug Move toa farm and
all assets everything forget that the
internet exists
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Challenges with Cybersecurity; and How to Be Proactive

Challenges Resolutions

* Cyberthreats continue, Insurance is * Trusted partner to help advise and work
changing, Options costly with solutions and carriers

 No or outdated incident response plan * Rehearse plans, tabletop exercises

* Basic awareness can reduce success
rate and mitigate impact of successful
ones

* Monitoring can be a full-time job and false « Look for a partner for MDR / XDR that
positives provides the necessary services

« Can be overwhelming * Find a trusted cybersecurity partner

 Users lack the skills to prevent attacks and
are often the cause



Questions?

Rex Johnson

Executive Director
CAIl Cybersecurity

rex.johnson@ cai.io

+1(913) 579-6716



mailto:rex.johnson@cai.io

Thank Youl!

GQ WWW.cai.io m @CAl

q inquire@cai.io ﬂ @CAIl Insights

[] +1(888)824 - 8111



http://www.cai.io/
mailto:inquire@cai.io
https://bit.ly/3npyU6Q
https://bit.ly/3HZZcV6
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