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Cybersecurity

Rex Johnson
E xecutive Director, C AI C ybers ecurity

• Over 3 0 years  s enior level management experience encompas s ing IT , 
cybers ecurity, privacy, digital f orens ics  and analys is , and enterpris e ris k  
management. 

• F requent s peaker on cybers ecurity addres s ing national and international 
audiences  with Gartner, S ecure W orld, and the Inf ormation S ys tems  Audit 
and C ontrol As s ociation. 

• R etired L ieutenant C olonel f rom the US  Army and holds  C IS S P, C IS A, C IPT, 
PMP, and PC IP  certif ications .



A genda
Cybersecurity

• Objectives
• Current Cyber Landscape
• What Can I Do?
• Summary
• Questions and Answers



Objectives

Learning Objective #1
Understand the importance of business and operational activities which have an 
impact on the data security and privacy of the organization. 

Learning Objective #2
Identify risks that exist due to advanced privilege of users allowing for access to 
critical information and executable processes. 

Learning Objective #3
Be able to understand the critical elements of the incident response plan.

Learning Objective #4
Learn how security awareness plays a role. 

Cybersecurity



C ybers ecurity Lands cape Overview



Data B reach S tat is t ics
Cybersecurity

Sources : IBM 2022 Cos t of Data Breach Study
Sophos , The State of Rans omware 2022

$4.35M
Average total cost

277 days
Average time to 

identify & contain

$4.54M
Average cost of 

ransomware

10x
Recovery cost over 

the ransom payment

4%
Of those who paid 

received all their data 
back



Data B reach S tat is t ics
Cybersecurity

Source: FBI Internet Crime Report 2021

Complaints and Losses over the 
last five years

Complaints

Losses

2.76 Million
Total Complaints

$18.7 Billion
Total Losses

2017

$1.4 
Billion

301,580

2018

$2.7 
Billion

351,937

2019

$3.5 
Billion

467,361

2020

$4.2 
Billion

791,790

2021

$6.9 
Billion

847,376



• Cost and remediation difficulty increase over time.
• Average cyber attacks  can take 275 days to identif y and contain; however, 

rans omware attacks  can take upwards  of  326 days , wreaking havoc on victims .
• Average breach cos ts  are over $4 million . For critical inf ras tructure, the cos ts  are 11% 

higher and rans omware attacks  are 4% higher — not including rans om cos ts .
S ource: IB M P onemon Ins titute C os t of  a Data B reach R eport 2022
https ://www.ibm.com/s ecurity/data-breach

Time / Event horizon
Data Breach
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W hat A bout C ybers ecurity Ins urance?

2017 – “We just want to be in the cyber market”
• Inexpensive add -on by agents with no cyber -knowledge, no security questions

2021
• $20B market

• But a very poor “loss ratio”

• Lloyd’s: “no more silent cyber”

2022
• Costs have risen and there are more requirements to qualify

• Sub-limits come into play (“up to $100K for X expense”)

• Increased rates are coming

• No reliable actuarial tables

Cybersecurity

Source: “State of the Industry, Challenges, Estimating Risk” 
Cynthia James, Microsoft (RSA 2022)



P oll ing Ques tion 1
Cybersecurity

How many of you have cybersecurity 
insurance?

A. Yes
B. No
C. Not Sure



S ome F acts  on Ins urance

• 95% of claims were paid
• 70% of the time insurance providers paid business recovery costs
• But now…

• May not pay for losses due to outdated or unsupported systems

• MFA 

• Phish-test users

• Disaster Recovery / Incident Response

• MDR/XDR

• Encryption

• Enforce Data Loss Prevention

• Premiums will rise

Cybersecurity

Source: “State of the Industry, Challenges, Estimating Risk” 
Cynthia James, Microsoft (RSA 2022)



W hat C an I Do?



F ive T actics  f or A n E f f ective 
C ybers ecurity S trategy

Cybersecurity

1. Understand Your Environment
2. Develop and Test Incident Response
3. Build a Culture of Security Awareness
4. Choose a Trusted Partner
5. Conduct Periodic Checks



1. Unders tand Y our E nvironment
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Cybersecurity



Data C las s if icat ion
Cybersecurity

• Do this before anything else
• Not all information is created equal:

Public Data: information this is available and freely 
accessible.

Private Data: prudent to restrict public access to protect 
the integrity of the data and access to other information.

Internal Data: information available to employees or 
contractors of an organization but should not be shared 
externally.

Confidential Data: sensitive information that a limited 
group of individuals or parties should have access.  

Restricted/Classified Data : highly sensitive information 
exempt from public disclosure requirements under law or 
regulations.



W here is  M y Data?

• Where is data at rest?
• How does that data move throughout the organization?
• What applications/system does this data touch?
• Who can access that data?

Cybersecurity



A cces s
Cybersecurity

• Multi -Factor Authentication (MFA)
• Review Privileged Accounts
• Zero-Trust

• Continuous verification

• Endpoint security

• Geo-Location

• All access requests are vetted prior to granting 
access



P oll ing Ques tion 2
Cybersecurity

What is the first thing to do in order to secure 
your environment?

A. Data Classification
B. MFA
C. Zero Trust
D. The Users



2 . Develop and T es t  Incident R es pons e
Cybersecurity



W hat is  an Incident?

US Department of Homeland Security

• An incident is the act of violating an explicit or implied security policy according to NIST Special Publication 
800 -61 (rev. 2) 

Cybersecurity Incident and Vulnerability Response Playbooks

• An occurrence that — (A) actually or imminently jeopardizes, without lawful authority, the integrity, 
confidentiality, or availability of information or an information system; or (B) constitutes a violation or imminent 
threat of violation of law, security policies, security procedures, or acceptable use policies.

Of course, this definition relies on the existence of a security policy that, while generally understood, varies among 
organizations. 

Cybersecurity

S ources : 
United S tates  Computer E mergency R eadines s  Team (US -CE R T), https ://www.us -cert.gov/government-us ers /compliance-and-reporting/incident-def inition
Cybers ecurity Incident &  Vulnerability R es pons e P laybooks , P ublication November 2021, 
https ://www.cis a.gov/s ites /def ault/f iles /publications /F ederal_Government_Cybersecurity_Incident_and_Vulnerability_R es pons e_Playbooks _5 08 C.pdf

https://www.us-cert.gov/government-users/compliance-and-reporting/incident-definition
https://www.cisa.gov/sites/default/files/publications/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf


T hes e include but are not l imited to:
Cybersecurity

• Attempts (either failed or successful) to gain 
unauthorized access to a system or its data

• Unwanted disruption or denial of service

• The unauthorized use of a system for the 
processing or storage of data

• Changes to system hardware, firmware, or 
software characteristics without the owner's 
knowledge, instruction, or consent

• Analytics or hunt teams that identify 
potentially malicious or otherwise unauthorized 
activity



B uilding the P lan
Cybersecurity

• What are the things that could interrupt your 
core business?

• Consider the worse things that could happen
• Loss or Theft of Data
• What are the impacts if your operations are 

shut down for a day or more?
• Identify:

• What are the most critical assets?

• Levels of severity for bad things to happen

• Actions to be taken if these bad things happen

• Members of the organization that play a role

• A cyber incident response team (CIRT) would 
include members who play a role 



A s s ign P lan Owners hip

• A single person, with designated alternates, is in charge of the plan.

• This may be an executive or a team manager, authorizing one or more 
deputies in their absence. 

• It is important that the person that owns this plan has the authority to 
execute the plan

• Would designate an Incident Commander when something happens

Cybersecurity

Source: NIST 800-61 r2



C ommunicate the P lan

• A plan is only as effective 
when it is known.

• CIRT should know who they 
are and the roles they will 
play.

• Assign team members task 
they are required during an 
actual incident.

Cybersecurity



T es ting the P lan
Cybersecurity

• An IR tabletop is one of the most 
effective ways to test an IR plan

• Involves the key stakeholders
• Walks through a scenario

• What actions does each stakeholder take

• These actions impact what happens next

• Refines the procedures and steps 
to be taken for an actual incident

• Results in changes to the plan



P oll ing Ques tion 3
Cybersecurity

Which of the following is true about an incident 
response plan?

A. It should be current and tested
B. It is the same as a disaster recovery 

plan
C. It will rarely change once written
D. It should only be shared by a few 

individuals 



Company Bank
Company

Cloud Email

Ready to
pay Company invoice

Customer Hacker

Ready to
pay Company invoice

Our new account to 
wire payment

Other BankPayment

Diverted

Where’s the
money?

C as e S tudy
Cybersecurity



C as e S tudy: H ow It  H appened

• Company provides commercial building services
• Hacker used social media to learn about the company
• Set up email rules in Office 365 to divert emails with “Invoice” or “Payment 

Information” in subject line to a Gmail account:
• Mails were redirected, never arrived to Accounts Receivable

• Provided hacker with client information & payer's email accounts

• With a different email that resembled the contractor’s, hacker sent the client the new
account inf ormation & wiring ins tructions

• C lients  paid the invoices  to the f raudulent account

• C ompany did not f ind out until they called their c lients

Cybersecurity



3 . B uild a C ulture of  S ecurity A warenes s



S ecurity A warenes s

• Because people are still the weakest link
• Develop a program that reminds everyone of their responsibility to 

protect information
• Annual training
• Phishing exercises
• Should include everyone, including managers and executives
• May be required for insurance

Cybersecurity



Source: ProofPoint 2022 State of the Phish

Breach of customer or client data

Credential/account compromise

Ransomware infection (payload delivered via email)

Loss of data/intellectual property

Malware other than ransomware

Reputational damage

Widespread network outage/downtime

Advanced persistent threat

Financial loss/wire transfer or invoice fraud

Zero-day exploit

Financial penalty/regulatory fine

54%

48%

46%

44%

27%

24%

22%

18%

17%

15%

11%

R es ults  of  S ucces s f ul  P his hing
Cybersecurity



P as s words  vs  P as s phras es
• According to the Verizon Data Breach Investigations 

report in 2020

• 81% of all data breaches are caused by so -called 
‘weak’ passwords

• Out of 1,800 surveyed businesses:

• 40% didn’t offer password training for their 
staff

• 61% did not require password complexity

• 25% used multi -factor authentication (MFA)

• Passphrases offer a better solution

• Easy to remember

• Hard to crack

• You can even randomize symbols or letters, or not…
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Cybersecurity



P as s phras es
“My favorite color is Hawaii”

Cybersecurity



P oll ing Ques tion 4
Cybersecurity

What is the main reason for Security 
Awareness?

A. Not required so long as I have good 
tools and detection

B. It is a requirement for insurance
C. Users are the weakest link
D. It makes technology more robust



4 . C hoos e A  T rus ted P artner
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T he right partner
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Cybersecurity

• C ybers ecurity Trus ted Advis or

• As s is ts  with determining cyber s trategy and 
initiatives

• P art time, only when needed

• H as  connections  to s olution providers

• Unbias ed

• Managed Detection and R es pons e (MDR ) or 
E xtended Detection & R es pons e (X DR )



W hat to look  f or M DR  /X DR
Cybersecurity

Visibility

Signal Fidelity

Detection CapabilityResponse

Full Telemetry Regardless of Deployment Model

Multiple Telemetry Sources (Endpoint + Network)

Singular Telemetry Source

Low Level (ex. Log, NetFlow)

Medium Level (ex. Full telemetry in some, limited in others)

High Level (ex. Full endpoint, PCAP, Log, Vulnerability, etc.)

• Known
• Commodity Threat Intelligence

• Limited IR Lifecycle Support
• Validation

• Limited Forensics
• Known threat Automation

• Full IR Lifecycle Support
• Managed Remote Threat Containment

• Validation
• Full Forensics
• Known Threat Automation

• Non-Vetted Alert Forwarding
• Limited Forensics

• Known
• Customized Threat Intelligence

• Active Threat Hunting
• Limited Machine Learning
• Limited Behavioral

• Known
• Customized Threat Intelligence
• Active + Proactive Threat Hunting

• Advanced Behavioral
• Advanced Machine Learning



Internet

LANData C enter

F IR E W AL L

DMZ

S P AN/TAP

Detection

R E S P OND 
AGE NTS

DE TE CT 
S E NS OR

R es ponding

H UNT 
S E NS OR

H UNT 
S E NS OR

S P AN/TAP

S P AN/TAP

Threat 
H unt

IntelIntelligence Integration 
with F irewalls

Decoys

Underground 
Intel

Dark 
Web

S E IM

Online X DR  P OR TAL

X DR  GR ID
Cloud B as ed

24 x7
C yber 

Def ens e 
C enter

S OC 
H os ted on 

Amazon 
AW S  (Geo-
R edundant)

All data remains  on client network s ens ors  and endpoint agents .

R emote Us ers

H ow this  W ould Operate



P oll ing Ques tion 5
Cybersecurity

What Are Key Elements of XDR / MDR 
Solutions?

A. Active Monitoring
B. Threat Containment & Remediation
C. Incident Forensics
D. Full IR Lifecycle (or All of the Above)



5 . C onduct P eriodic C heck s
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C onduct P eriodic C heck s

• What is required?
• Regulatory or Legal
• Insurance

• Measure progress
• Remember the cybersecurity 

trusted partner

Cybersecurity



How to Secure A Network

Unplug 
everything

Take an inventory of  
all as s ets

Move to a f arm and 
f orget that the 
internet ex is ts



S ummary



C hallenges  with C ybers ecurity ; and H ow to B e P roactive

Challenges

• C yberthreats  continue, Ins urance is  
changing, Options  cos tly

• No or outdated incident res pons e plan

• Us ers  lack the s kills  to prevent attacks  and 
are of ten the caus e

• Monitoring can be a f ull-time job and f als e 
pos itives

• C an be overwhelming

R es olutions

• Trus ted partner to help advis e and work 
with s olutions  and carriers

• R ehears e plans , tabletop exercis es

• B as ic  awarenes s  can reduce s ucces s  
rate and mitigate impact of  s ucces s f ul 
ones

• L ook f or a partner f or MDR  / X DR  that 
provides  the neces s ary s ervices

• F ind a trus ted cybers ecurity partner

Cybersecurity



Ques tions ?

Rex J ohns on
Executive Director
CAI Cybers ecurity

rex.johns on@ cai.io

+1 (913) 579– 6716

mailto:rex.johnson@cai.io


www.cai.io

inquire@cai.io

+1 (8 8 8 ) 8 24  – 8 111

@C AI

@C AI_Ins ights

Thank You!

http://www.cai.io/
mailto:inquire@cai.io
https://bit.ly/3npyU6Q
https://bit.ly/3HZZcV6
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